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OIIPEJAEJIEHUA

B HacrosiniemM TOKyMEHTE UCIOJIb3YIOTCS CIEIYIOIME TEPMHUHBI U UX OIpese-
JICHUSL.

ABTOMATH3MPOBAHHASI CHCTEMA — CHUCTEMA, COCTOALIAs W3 IEpPCOHAIA H
KOMIUIEKCa CPEACTB aBTOMATH3aIlMM €ro JEeSATeNbHOCTH, peau3yromas HHPpopMaIu-
OHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBICHHBIX (DYHKITHI.

AyTeHTH(HUKALUA OTHPaBUTENs AAaHHBIX — IOATBEPKICHUE TOTO, YTO OT-
IIPaBUTENb MOJYYECHHBIX JaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSHHE 3aIlMIIEHHOCTH IEPCO-
HQJIBHBIX JAaHHBIX, XapaKTEpU3yeMOE CIOCOOHOCTBIO I0JIb30BATENICH, TEXHUYECKUX
CPEACTB U MHPOPMALIMOHHBIX TEXHOJIOIMH 00eCcneunTh KOHPUIEHIUAIBHOCTD, 11EJI0-
CTHOCTb U JJOCTYITHOCTb MEPCOHAIBHBIX JAaHHBIX MIPU UX 00pabOTKE B MH(OPMALIMOH-
HBIX CUCTEMax MEPCOHAIbHBIX JAHHBIX.

buomerpuyeckne nepcoHaibHbIe JaHHbIE — CBEJCHUS, KOTOPbIE XapaKTepu-
3YI0T (PU3HOJOTUYECKHE OCOOEHHOCTH YEJIOBEKA U HA OCHOBE KOTOPBIX MOYKHO yCTa-
HOBUTB €r0 JINYHOCTb, BKIItOUasd (Gororpaduu, OTreyaTKyd MajbleB, 00pa3 ceTyaTKu
rj1a3a, 0COOEHHOCTH CTPOCHHUS Teja U APYTYI0 MoA00HYI0 HH(GOPMAIIHUIO.

biokupoBaHue nMepcoOHANbHBIX JAaHHBIX — BpEMEHHOE IIpeKpalieHue coopa,
CUCTEMATU3allH, HAKOIUICHHs, HCIIOJIb30BAHMS, PACHPOCTPAHEHUsS, MEPCOHATbHBIX
JAHHBIX, B TOM YHCJIE UX MepeJadH.

Bupyc (KOMObIOTEpPHBIH, MPOrPAMMHBbIN) — UCIOJIHSAEMbIA HPOTrPaMMHBIN
KOJI WJIM MHTEPIPETUPYEMBI HAOOp MHCTPYKIMI, 00s1agaromuil CBOMCTBAMH HECAHK-
IMOHHMPOBAHHOT'O PacHpOCTpaHEHUsI U camoBocipousBeaeHus. Co3nanHble qyOnuKa-
Thl KOMIIBIOTEPHOI'O BUpPYCa HE BCErZa COBMANAIOT C OPUTMHAIOM, HO COXPAHSIOT
CIIOCOOHOCTD K JalIbHEHIIEMY pacpOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnasi nmporpamma — nporpamma, NpeJHa3HauY€HHas Uil OCYIIECTB-
JICHUS] HECAHKIIMOHMPOBAHHOIO JOCTyNMa M (WJIM) BO3ACUCTBHS HA IMEPCOHAIbHBIC
JAHHBIE WM peCypChl HHPOPMALIMOHHOW CUCTEMBI IEPCOHATIBHBIX JaHHBIX.

BcnomoraresibHbIe TeXHUYECKHE CPeICTBA U CHCTEMbI — TEXHUYECKHUE CPEe/I-
CTBa U CHCTEMBI, HE MpeIHa3HAYECHHbIE I Nepeadn, 00OpadOTKU U XpaHEHUs Mepco-
HaJIbHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKMMU CPEICTBAMU U CUC-
TEMaMH, MpeIHa3HAYEHHBIMU JIJIs1 00paOOTKM MEPCOHANBHBIX JAHHBIX WM B TIOMEILlE-
HUSX, B KOTOPBIX YCTAHOBJIEHBI MH(OPMAIIMOHHBIE CUCTEMbI TIEPCOHATBHBIX JIAHHBIX.

Jloctynn B OnepanyoHHYI0 cpely KOMIbIOTepa (MH(OPMALMOHHON CHCTEMbI
MEePCOHAJIBHBIX IAHHBIX) — NIOJy4YE€HHE BO3MO>KHOCTH 3aITyCKa HA BBIITOJIHEHUE IITATHBIX
KOMaHJI, (DyHKIIMH, MPOLeTyp ONEpallMOHHON CUCTEMBI (YHUUTOXKEHHS, KOITMPOBAHHUS, Tie-
PEMEILIEHHS U T.I1.), UCTIONHAEMbIX (PaiJIOB PUKIIATHBIX IPOTPaMM.

Jloctyn kK MHGOpMAMH — BO3MOXKHOCTh MOTyYeHUs] THPOPMALMY U €€ UCTIONb30-
BaHMS.

3aki1aj04HOe YCTPOMCTBO — 3JEMEHT CpPEICTBA CheMa HMH(OPMALUH, CKPHITHO
BHEJPSIEMbIH (3aKJIaIbIBAEMBIN I BHOCUMBII) B MECTa BO3MOXKHOTO CheMa MH(popMalin
(B TOM 4HCIIE B OTpaKICHUE, KOHCTPYKLIUIO, 000PYAOBaHUE, IPEAMETHI HHTEPhEPA, TPAHC-
MIOPTHBIE CPEJICTBA, a TAKXKE B TEXHUYECKHE CPEACTBA U CUCTEMBI 00pabOTKU MH(pOpMa-
UN).



Saumaemasn nHdopmauus — uH(GopMaIys, SBISIOUIASACS MPEIMETOM COOCTBEH-
HOCTU U TOJyIKAIasi 3aliuTe B COOTBETCTBUM C TPEOOBAHUSIMU IMPABOBBIX JOKYMEHTOB
WU TpeOOBaHUSIMU, YCTaHABIMBAEMbIMU COOCTBEHHUKOM MH(OpMAIIUH.

Nnentnduranust — npucBoeHne cyobeKTaM 1 00bEKTaM JIOCTyNa UICHTUPHUKATOpa
U (WIK) CpaBHEHUE MPEIbSBISIEMOro UICHTU(PHUKATOPA C MIEPEUHEM MTPUCBOCHHBIX HICH-
TU(PUKATOPOB.

NudpopMaTUBHBIA CHIHAJ — 3JIEKTPUYECKUE CUTHANBI, aKyCTUUECKUE, DJIEKTPO-
MarHuTHbBIE U JIpyrue (pU3nyecKre Mo, M0 napaMerpaM KOTOPhIX MOXKET OBbITh PacKpbITa
KoH(UIeHIMaTbHas HH(popMalus (TIepCOHAIBHBIC TaHHBIE) 00palarbiBaeMasi B HHGpOpMa-
[IMOHHOW CHCTEME MEPCOHAIIBHBIX JAHHBIX.

Nudopmanuonnas cucrema nepcoHaiabHbix AaHHbIX (MCIIAn) — undop-
MaIlMOHHAs CHCTEMa, MPEJCTaBisIonasl co00M COBOKYMHOCTh MEPCOHAJIBHBIX AaH-
HBIX, COJIEp>KalIuXcs B 0a3e NaHHBIX, a TAaKKe WH(POPMAIIMOHHBIX TEXHOJIOTUHN U TEX-
HUYECKHX CPEACTB, MO3BOJSIONUIUX OCYIIECTBIATH 00pabOTKy TaKuX MEpCOHAIBHBIX
JAaHHBIX C UCIOJIb30BAaHUEM CPEACTB aBTOMATH3AI[MU UM 0€3 MCIOJIb30BaHUS TaKUX
CPEICTB.

HNudopmanuoHHble TEXHOJIOTHMN — MPOLIECCHI, METO/IBI MIOMCKA, COOpa, XpaHEHMs,
00pabOTKH, MPEAOCTABIEHHS, PACIIPOCTPAHEHHS MH(OPMALIK U CIIOCOObI OCYIIIECTBIICHUS
TaKUX MPOLIECCOB U METO/IOB.

Hcnonb3oBaHue nmepcoHANbHBIX JAHHBIX — JCHCTBUS (Omepanuu) ¢ mepco-
HAJIBHBIMU JaHHBIMHU, COBEPIIIAEMbIC OTIEPATOPOM B HENSIX MPUHATHS PEUICHUN WIn
COBEPIIICHUS] WHBIX JCUCTBUN, MOPOKAAIOIMINX FOPUIUIECKUE MOCIEICTBUS B OTHO-
MIEHUH CyOBEKTa MEPCOHATBHBIX JAHHBIX WM JPYTHX JIHI JHO0 MHBIM 00pa3oM 3a-
TparuBaroIIuX MMpaBa U CBOOO b CYOBEKTa MEPCOHATBHBIX JaHHBIX WU APYTUX JIHII.

Hcrounuk yrpo3bl 6e3onacHocT MHGOPMALUU — CyOBEKT JIOCTYIIa, MaTepraib-
HBIA OOBEKT WM (PU3UYECKOE SIBIICHUE, SBJSIFOLIMECS MPUUMHON BO3HHMKHOBEHUS YTPO3bI
0e30macHOCTH UH(pOpMaLUK.

KonTposmpyemasi 30Ha — IPOCTPaHCTBO (TEPPUTOPHUS, 30aHKUE, YacTh 3/1aHUsI, TIO-
MELIEHNE), B KOTOPOM HMCKIIIOYEHO HEKOHTPOJIMpPYeMoe MpeObIBaHNE MOCTOPOHHUX JIMLI, a
TaKKE TPAHCMIOPTHBIX, TEXHUYECKUX Y UHBIX MAaTePUATTbHBIX CPE/ICTB.

Kon¢puneHuuaabHOCTb NEePCOHAIBHBIX JAHHBIX — 00513aTENbHOE JUIS COOTIOICHHS
OIEPaTOPOM WJIM UHBIM MOTYYUBLIMM JIOCTYI K NMEPCOHAIBHBIM JIaHHBIM JIMIIOM TpeOoBa-
HME HE JIOIyCKaTh WX pacHpocTpaHeHHe 0e3 cornacusi CyObeKTa MepCOHAIBHBIX JaHHBIX
WITH HAJTMYHSI THOTO 3aKOHHOTO OCHOBAHMS.

MeskceTeBoii IKpaH — JIOKATbHOE (OIHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-
pacrpeesieHHOe MPorpaMMHOe (IIPOTrpaMMHO-aIapaTHOE) CPEICTBO (KOMILIEKC), peau-
3yIoIiee KOHTPOJIb 32 HH(POPMAIHEH, TOCTyMaromel B MHOOPMAIMOHHYIO CUCTEMY TIePCO-
HAJILHBIX JAHHBIX U (W) BBIXOJSIIECH U3 MH(GOPMAIIMOHHONW CUCTEMBI.

Hapyumreb 6e30MacHOCTH MEPCOHAJIBHBIX AAHHBIX — (DU3MYEcKoe JIMIIO, CITy-
YaifHO WM TIpeTHAMEPEHHO COBEPIIIAIOIIee ICHCTBUS, CICACTBHEM KOTOPBIX SIBJISETCS Ha-
pyIieHre 0e30MacHOCTH TIEPCOHATBHBIX JAHHBIX TIPH X 00pabOTKEe TEXHIMYECKUMHE CPEIICT-
BaMU B MH(POPMAITMOHHBIX CUCTEMAX TIEPCOHAITBHBIX TAHHBIX.

HeaBToMaTu3npoBanHasi 06padoTka NMepCOHATbHBIX JAHHBIX — 00paboTKa
NEPCOHAIBHBIX JaHHBIX, COAEPXKAIIMXCSI B MHPOPMAIIMOHHON cHCTEMEe MepCOHANb-
HBIX JAHHBIX JMOO M3BJICYEHHBIX W3 TaKOW CUCTEMbI, CUUTAETCS OCYILIECTBICHHOU



0€3 MCIOJIb30BaHUs CPEACTB aBTOMATU3ALMK (HEABTOMATU3UPOBAHHOM), €CIIM TaKUe
NEUCTBUS C TMEPCOHAIBHBIMU JaHHBIMH, KaK HCIOJIb30BaHHE, YTOUHEHHE, PACIpO-
CTpaHEHHE, YHUUYTOKEHUE MEPCOHAIBHBIX JAHHBIX B OTHOIIEHUU KAXIAO0TO U3 CyOb-
€KTOB IMEPCOHAJIBHBIX JIaHHBIX, OCYIIECTBIIAIOTCS MPHU HEMOCPEIACTBEHHOM Yy4YacTUU
YeJIoBeKa.

HenexnapupoBaHHubie BO3MOKHOCTH — (DYHKITMOHATBbHBIE BO3MOKHOCTH CPEJICTB
BBIYMCIIUTEIILHON TEXHUKH, HE OMMCAHHBIE WM HE COOTBETCTBYIOIIHE OMUCAHHBIM B JIOKY-
MEHTAIIH, TIPU UCTIOJIL30BAaHUM KOTOPBIX BO3MOXHO HapyllleHHe KOH(DUACHIIMATbHOCTH,
JOCTYITHOCTH WJTH TIEIOCTHOCTH 00pabaThiBacMoii HH()OPMAITHH.

HecaHKUMOHUPOBAHHBIN A0CTYI (HECAHKLIMOHMPOBAHHBIE AeHCTBUSA) — TOCTYIl
K MHpOpMalMKA WA JISUCTBUS ¢ MH(OpMAIMel, HapylIalolye MpaBuia pa3rpaHuueHUs]
JIOCTyTIa C MCMOJIB30BaHUEM IITATHBIX CPEJICTB, MPEIOCTABIAEMbIX HHPOPMAIIMOHHBIMH
CUCTEMaMU NEPCOHAIIbHBIX TaHHBIX.

Hocurenb ungopmanmmn — GU3MIECKoe IO WK MaTepUaIbHbIl OOBEKT, B TOM
qycie (PU3MUECKOE M0J1e, B KOTOPOM MH(POpMALUs HaXOIUT CBOE OTPAXKEHHUE B BUJIE CUIMBO-
JI0B, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEILEHU U MPOLIECCOB, KOJTUYECTBEHHBIX Xapak-
TEPUCTUK (PU3NYECKUX BEITUUHH.

O0e3muYnBaHue NMEPCOHAJBHBIX JAHHBIX — JICUCTBUSA, B PE3YJIbTATE KOTO-
PBIX HEBO3MOKHO OMNPEAECIUTh MPUHAJIEKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPET-
HOMY CYOBEKTY NEPCOHAIbHBIX JaHHBIX.

O0paloTka nMepcoOHAIBHBIX JAHHBIX — JICUCTBUS (OMepalyu) ¢ NePCOHATLHBIMU
JTAHHBIMU, BKJIFOYask cOOp, CUCTEMAaTH3allvIO, HAKOIUICHUE, XpaHeHUE, YTOuHeHHe (OOHOB-
JICHUE, U3MEHEHHE), UCTIONIL30BAHUE, PACTIPOCTPaHEHUE (B TOM YHCIIe Tiepeaady), 00e3mm-
YMBaHUE, OJJIOKUPOBAHUE, YHUUTOKEHUE MEPCOHATBHBIX TAHHBIX.

OO0uenocTynHbIC EPCOHANBbHBIC JaHHbIE — IEPCOHAIBHBIE TaHHBIC, TOCTYII
HEOTPAaHWYEHHOT0 Kpyra JIUI K KOTOPhIM IIPEIOCTABIIEH C COTJIacHs CyOBbeKTa Mepco-
HaJbHBIX JAHHBIX WJIM HAa KOTOPbIE B COOTBETCTBHUM C (heepalibHbIMU 3aKOHAMU HE
pacrpocTpaHseTcs TpedoBaHHe COOMI0ICHUS KOHPUACHIINATBHOCTH.

Omnepatop (MepcoOHANBbHBIX JAaHHBIX) — FOCYJAPCTBEHHBII OpraH, MyHUIIUAb-
HBII OpraH, IOpUIMYECKOe WM (DU3MYECKOE JIMIIO, OpPraHu3ylollee U (WJIM) OCYIIECTB-
Jsroniee 00pabOTKy EPCOHANIBHBIX JaHHBIX, a TAKAKE OTPEIEIISIONIIE LU U COJIep KaHue
00pabOTKH MEPCOHANIBHBIX JIaHHBIX.

Texnuyeckue cpeacrsa HH(OPMALNMOHHON CHCTEMbI NEPCOHAJIBHBIX [IaH-
HBIX — CPEJICTBA BHIYMCIIUTEILHON TEXHUKU, HHPOPMALIMOHHO-BBIYUCIIUTENBHBIE KOMILIEK-
Cbl U CETH, CPEJICTBA M CUCTEMBI Mepenauu, npruema u oopadotku 1111 (cpencTsa u cucrembl
3BYKO3AITUCH, 3BYKOYCWJICHHUS], 3BYKOBOCIIPOU3BE/ICHUS, TIEPETOBOPHBIE U TEIEBU3HOHHBIE
YCTPOWCTBA, CPEACTBA N3TOTOBJICHUS], THPAXKUPOBAHHUS TOKYMEHTOB U JAPYTUE TEXHUYECKHE
cpencTBa 00pabOTKH peueBoM, rpaguyeckoii, BUaeo- U OyKBeHHO-LIM(POBOI HHbOpMAaIN),
MpOrpaMMHBIE CPECTBA (ONEpaAIIMOHHBIE CUCTEMbBI, CUCTEMBI YIPaBJIeHUs] 0a3aMU JaHHbBIX
U T.I1.), CPEACTBA 3alUThl HH()OPMALIUH, PUMEHSIEMbIE B MTH()OPMAIIMOHHBIX CHCTEMAX.

IlepexBar (uH(popmManmu) — HEMTPAaBOMEPHOE MOTyYeHHUE WHPOpPMAIUU C HC-
M0JIb30BAaHUEM TEXHUYECKOIO CPEJCTBA, OCYIIECTBISIONIEIO OOHAPYKEHUE, TIPUEM U
00paboTKy HH()DOPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHBbIE — JT100as MHPOpPMAIMSI, OTHOCALIAsICS K ONpEIeIeH-
HOMY WJIM OIpeNeIsieMOMY Ha OCHOBAHMHM TakoW HMH(poOpManu (pU3HMUECKOMY JIUILY



(cyObeKTy mepcoHaIbHBIX JaHHBIX), B TOM YHCIE €ro (paMuIns, UMsl, OTYECTBO, IO/,
Mecsl, JaTa U MECTO POXKAECHUSA, aJApec, CEMEUHOE, COLMAIbHOE, UMYLIECTBEHHOE
NoJIoKEeHUe, 00pazoBaHue, npodeccust, T0XOAbl, APyTrast UHPOpPMaLIUS.

IIo0ouyHBbIE 3JIEKTPOMATHUTHBbIC M3Jy4YeHHS] M HABOJAKHU — DJICKTPOMArHUT-
HBbIC U3JTyYEHUsI TEXHUYECKUX CPEACTB 00pabOTKM 3amuiiaeMord MHGOpMaluu, BO3-
HUKAIONINE KaK MOOOYHOE SIBJICHUE U BbI3BAHHBIC DJIEKTPUUYECKUMH CUTHAJIAMHU, ACH-
CTBYIOIIMMH B MX AJIEKTPUYECKUX U MArHUTHBIX LETSX, @ TAKKE DJICKTPOMArHUTHBIE
HABOJKH 3TUX CUTHAJIOB Ha TOKOIPOBOASIINE JIMHUY, KOHCTPYKIIUU U LIENU TUTAHMUS.

IMoMTHKA «YHCTOrO CTOJIa» — KOMIUIEKC OPraHU3al[MOHHBIX MEPONPHITHH,
KOHTPOJIMPYIOIIHUX OTCYTCTBUE 3alIMChIBAaHUS HA OyMa)KHbIE HOCUTENU KJIKOYEH U aT-
puOyTOB nocTyna (MmapoJjeil) u XpaHeHHs UX BOJIU3H 0OBEKTOB JOCTYTIA.

IHoab3oBaTes b MHPOPMANMOHHOMH CHCTEMBI NMEPCOHAIbHBIX TAHHBIX — JIH-
110, Y4acTByIoIIee B (yHKIIMOHUPOBAHUN MH(POPMAIIMOHHONW CUCTEMBI MEPCOHATBHBIX
JAHHBIX UJTU UCTIONB3YIOIIEe Pe3yabTaThl €€ (PYHKIIHOHUPOBAHUS.

IIpaBuia pasrpaHuyeHHs JOCTYIA — COBOKYIHOCTh NpaBWJI, PETJIaMEHTH-
PYIOILKX MpaBa A0CTyINa CyObEKTOB AOCTYIA K 00bEKTaM JOCTYTIA.

IIporpaMmHas 3aKjaaaKa — KOJ IPOrpamMMbl, IPEIHAMEPEHHO BHECEHHBIM B
MPOrpaMMy C IEIbI0 OCYIIECTBUTHh YTE€UKY, U3MEHHUTh, OJIOKUPOBATh, YHUUTOXHTh
UHOOPMAIUIO WIA YHUUYTOXUTh U MOAUGPUIMPOBATH MPOrPAMMHOE OOECIECYECHHE
MH(OPMAITMOHHOW CUCTEMBI MEPCOHANBHBIX JIAHHBIX U (W) OJIOKMPOBATH ammapar-
HbIE CPEJICTBA.

IIporpammHoe (IporpaMMHO-MaTeMaTH4YecKoOe) BO3JeiicTBHE — HECAaHK-
LMOHUPOBAHHOE BO3JECHCTBUE HA PECYpPChl aBTOMATU3HPOBAHHON MH(OPMAMOHHON
CUCTEMBI, OCYIIECTBIIIEMOE C UCIOJIb30BAHUEM BPEJOHOCHBIX IPOrPAMM.

PackpbiTHE NEepCOHAJBHBIX JAHHBIX — YMBIIUIEHHOE WM CIyd4ailHOE Hapy-
HIeHUEe KOH(PUIECHIMATbHOCTH IEPCOHAIBHBIX TAHHBIX.

PacnpocTpaHenne nepcoHaJbHBIX JAHHBIX — JCHCTBUS, HAIllpaBJICHHbIE HA
nepeaady MEePCOHANBHBIX JIaHHBIX OINPEACICHHOMY Kpyry Jull (repeiada Imepco-
HAJIBHBIX JAHHBIX) WJIA HAa O3HAKOMIIEHHUE C MEPCOHAIBHBIMU JaHHBIMH HEOTPaHU-
YEeHHOTO KpyTa JIHI], B TOM YUCJie 0OHAPOJIOBAHNE NIEPCOHATLHBIX JAHHBIX B CPEJICT-
Bax MacCOBOM uHdopmaIuu, pa3menieHme B uHdOpMaImoHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIH MPEJOCTaBICHHUE IOCTYNa K IMEPCOHAJIbHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CITIOCOOOM.

Pecypc nHpopMaumoOHHOM CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHUCTEMHOTIO,
MPUKIIAIHOTO WJIM anmnapaTHOro obecreueHus] (PYHKIIMOHUPOBAaHUS HHGPOpPMAIYOH-
HOW CHCTEMBL.

CrnenuajbHble KATErOpUHM NMEPCOHAJBbHBIX JAAHHBIX — IEPCOHAJIbHBIC JIAH-
HbI€, Kacalolluecs pacoBOM, HAIMOHAIBHOW MPUHAJJICKHOCTH, MOJIUTUYECKUX B3IJIS-
JIOB, PEIIMTUO3HBIX UK QHIOCODCKUX YOKICHHUM, COCTOSIHUS 3[I0POBbS U UHTUMHOMN
KU3HU CYObEKTa NEPCOHATBHBIX JaHHBIX.

CpencrBa BbIMHUCIMTEIbHOM TEXHUKH — COBOKYTHOCTh IIPOTPAMMHBIX U TEXHUYE-
CKHX DJIEMEHTOB CHUCTEM OOpabOTKH JAaHHBIX, CIIOCOOHBIX (DYHKIIMIOHUPOBATH CAMOCTOSI-
TEJIbHO WJIM B COCTaBE APYTHX CUCTEM.

Cyo0bekT aocryna (Cy0beKT) — JIMIO WX MPOLECC, IEUCTBUSI KOTOPOTO perjiaMeH-
TUPYIOTCS IPaBUJIAMU Pa3rPaHUUCHUS JOCTYIIA.



TexHuyeckuii KaHaJ yTedkd MH(OPMALUU — COBOKYITHOCTh HOCHUTENSI MHDOP-
Marmu (cpeicTBa 00pabOTKU), (PU3MYECKON Cpelibl pachpocTpaHeHUs MHPOPMATUBHOTO
CHUTHAaJIa ¥ CPECTB, KOTOPHIMHU JTIOOBIBAETCS 3alMIIaeMast uHopMarus.

TpancrpannyHas mnepeaada NepPCOHAJNBHBIX JAHHBIX — Iepeada Iepco-
HAJIBHBIX JAHHBIX OnepaTropoM uepe3 I ocymapcrBeHHyro rpanunly Poccuiickont De-
Jiepaly opraHy BJacTH MHOCTPAHHOIO TOCYIapCcTBa, PU3NYECKOMY WJIM IOpUIUYe-
CKOMY JIMIly HHOCTPAHHOTO TOCYJapCTBA.

¥Yrpo3bl 6e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHIA U (paK-
TOPOB, CO3JAIOIIMX OITACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CITy4alHOI 0, JOCTYIA
K IIEPCOHAIIBHBIM JAHHBIM, PE3YJIETATOM KOTOPOrO MOKET CTATh YHUUTOKEHUE, N3MEHEHNE,
OJIOKMpOBaHKE, KOITMPOBAHUE, PACIIPOCTPAHEHHE MEPCOHATBHBIX JAaHHBIX, a TAKXKE HHBIX
HECAHKIIMOHUPOBAHHBIX JICUCTBUH MPH UX 00pabOTKE B MH(POPMAITMOHHON CUCTEME TIEPCO-
HAJTLHBIX JIaHHBIX.

YHUYTOXKEHHE MEPCOHAIBHBIX JAHHBIX — JICUCTBUS, B PE3YJIbTaTe KOTOPHIX HE-
BO3MOYKHO BOCCTAHOBHUTD COJICpPYKaHUE MEPCOHATIBHBIX JIAHHBIX B MH()OPMAIIMOHHON CHCTe-
M€ MEPCOHAIBHBIX JAHHBIX WIM B PE3YJIbTATE KOTOPBIX YHUUTOXKAIOTCS MaTEpUAJIbHBIE
HOCHUTEIU NEPCOHAIBHBIX IAHHBIX.

VYTeuka (GammmaemMoil) nHGOPMALHUM M0 TEXHUYECKHMM KAHAJIAM — HEKOHTPO-
JMPYyeMOe pactpocTpaHeHre MHGOPMAIIMK OT HOCHUTEIIS 3alllMIaeMor nHGOpMAIIMU Yepes3
(bH3UYECKyI0 Cpedy 10 TEXHUYECKOIO CPeJICTBA, OCYIIECTBILIOIErO epexBaT HH(popma-
10518

YupesxaeHne — yupexJIeHus 3[paBOOXPaHEHUs], COUUAIBLHON cepbl, Tpyaa U
3aHATOCTHU.

Y3BUMOCTB — CI1a00CTh B CPEACTBAX 3ALLUTHI, KOTOPYIO MOYKHO MCIIOIb30BaTh JUIS
HapyIIEHHUs CUCTEMBI WM COJEPIKaILIeiicsl B HEM MH(pOpMALIWK.

HesocTHOCT, MH(OPMALIMH — CIIOCOOHOCTD CPEACTBA BBIYMCIIUTEILHON TEXHUKU
WJIM aBTOMAaTU3UPOBAHHOM CUCTEMbI 00ECTIeYMBATH HEU3MEHHOCTh MH()OPMALIH B YCIIOBH-
SIX CITyYafHOTO W/WJIA TIPETHAMEPEHHOTO UCKAKEHUS (pa3pyIIcHUS ).



OBO3HAYEHUA U COKPALLIEHUA

ABC — anTHBUpYCHBIE CpE/ICTBA

APM —aBTOMaTH3UpOBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHbIe TEXHUYECKHE CPENICTBA U CUCTEMBI
NCI1JIH — nadopMaImioHHas: CHCTEMA MIEPCOHATBHBIX TAHHBIX
K3 — koHTpompyemast 30Ha

JIBC — nokanbHast BBIMUCIUTENBHAS CETh

MD — MexceTeBoil SKpaH

HCJI — HeCaHKILIMOHUPOBAHHBIN TOCTYII

OC — onepanioHHas cucTemMa

[1/11 — mepcoHaNbHBIE JAaHHBIE

[IMB — mporpaMMHO-MaTEMaTUYECKOE BO3ACHCTBHUE

[10 — nporpamMmmHOe obecrieueHue

[ITOMHH — no6o4HbIe 31€KTPOMAarHUTHBIE U3ITyYEHUsI K HABOJKH
CA3 — cucrema aHanm3sa 3alMIIEHHOCTH

C3U — cpeacTsa 3auThl HHPOPMaLUU

C3IIH — cucreMa (mocucTeMa) 3alliUThl NEPCOHATBHBIX JAHHBIX
COB — cucrema 00Hapy>XeHHUS! BTOPKEHUN

TKY U — Texanueckre KaHabl yTeUKy nH(popMarmm

YBI1IH — yrpo3b! 0€301acHOCTH MEPCOHATBHBIX TAHHBIX



BBEJAEHHUE

Hactosmas [lonuTtrka nHpOpMaAIIMOHHOM 0€30MacHOCTH YUpeKIeHHs (nanee —
[TonuTHka) 31paBOOXpaHeHus1, colMaIbHOU cephl, Tpyaa u 3anstoctd ([lanee - Yu-
pexnenus), pazpadorana OI'bY3 «llepunaranbHbIi TIEHTP» HA OCHOBAHHWH TOJUTH-
ki UH(POPMAIMOHHOW 0e30MmacHOCTH MUHHUCTEPCTBA 3APABOOXPAHCHUS M COIHAATh-
HOTO pa3Butusa PD, sBnsercs opunnaabHbBIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUU C ILIENISAMHM, 3aJa4aMUi U MPUHIUIIAMU
oOecrieueHus: 0€30MACHOCTU NMEPCOHANBHBIX JAHHBIX M3JI0KEHHbIX B KoHuenuu uH-
dbopmarnmonnoit 6ezonacHoctu UCII Yupexaenus.

[Tonutuka paspaboTaHa B COOTBETCTBUM C TpebOoBaHusiMU DenepaiabHOTO 3a-
koHa oT 27 utojst 2006 r. Ne 152-®D3 «O nepcoHalbHBIX JTaHHBIX» U TTOCTAHOBJICHUS
[IpaButensctBa Poccuiickoit @enepanuu ot 11 Hoa0ps 2007 1. Ne 781 «OO0 yTBep-
xaeHuu [lonoxenust 06 oOecrieueHUU 6€30MACHOCTH MEPCOHATBHBIX JIAaHHBIX MPU UX
00paboTke B MH(QOPMAIITMOHHBIX CUCTEMAaX MEePCOHATIBHBIX IAHHBIX)», HA OCHOBAHUH:

- «Pexomenaanuii mo oOecreueHu0 O€30MaCHOCTU MEPCOHATBHBIX JaHHBIX
npu ux 00pabOTKe B MHPOPMAITMOHHBIX CHCTEMax MEPCOHAIBHBIX JTAHHBIX», YTBEP-
*)aeHHbIx 3amectureneM aqupekropa PCTIOK Pocenn ot 15.02.2008 r,

- «TunoBeIX TpeOOBaHUN MO OpraHu3alUi U 00eCTeYeHUI0 (DYHKIIMOHUPOBA-
HUS WU(GPOBAIBHBIX (KpUITOIPAPUUECKUX) CPEACTB, MPETHAZHAUCHHBIX JIJIS1 3aLUTHI
uH(dopMaIuu, HE COoJAepIKaIICH CBEIEHUMN, COCTABISAIONUX TOCYIapPCTBEHHYIO TaillHy
B CJIy4yae M3 MCIOJb30BaHus i oOecrieueHnsi 0€30MacHOCTH MEPCOHANIBHBIX JIaHHBIX
npu uX 00padoTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JIAHHBIX)», YTBEP-
)KIeHHBIX pykoBoacTBOM 8 LlenTpa ®CB Poccun 21.02.2008 1. Ne 149/6/6-662.

B Ilonutuke onpenenensl TpedoBanus k nepconany MCII/IH, ctenens oTBeT-
CTBEHHOCTH IE€PCOHAJIAa, CTPYKTypa U HEOOXOAMMBIM ypOBEHb 3alUIICHHOCTH, CTa-
TyC U JIOJDKHOCTHBIE OOS3aHHOCTU COTPYJIHUKOB, OTBETCTBEHHBIX 3a OOECTeUeHUE
0e3onacHocTH nepcoHabHbIX NaHHbIX B UCII/H Yupexaenus.


Приложение%204%20Концепция%20информационной%20безопасности.doc
Приложение%204%20Концепция%20информационной%20безопасности.doc

1 O6uue nosoxkeHUs

[enbro HacTosmei [ToauTuku sBisieTcs: odecnedeHrne 6€30macHOCTH 0ObEKTOB
3aIUTHl YUPEKJICHHUS OT BCEX BUJOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIIUICHHBIX
U HENpeJHAMEPECHHBIX, MUHUMU3AIMUs yiiepOa OT BO3MOXXHOM peau3aluu yrpos
oe3onacHoctu [1/1n (YBIIdH).

be3onacHOCTh MEpCOHATBHBIX JAHHBIX JOCTUTACTCS MyTeM HUCKIIOYEHHUS He-
CaHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIy4YailHOTO, JOCTYIA K MEPCOHAILHBIM JaHHBIM,
pe3yabTaTOM KOTOPOI'O0 MOXKET CTaTh YHMUTOKEHHE, U3MEHEHHUE, OJIOKMPOBaHHE, KO-
MUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JAAHHBIX, a TAKXKE MHBIX HECAHKIINO-
HUPOBAHHBIX JICVUCTBUU.

WNudopmarus u cBsi3aHHBIE ¢ HEH PECYPCHI JOHKHBI OBITh JOCTYITHBI JIJIST aBTO-
PU30BaHHBIX MOJIb30BaTeNe. JIOMKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHapyxe-
HUe U pearupoBanue Ha Y BIIJIH.

JIOJDKHO OCYIIECTBISITHCS MPEIOTBPAILICHHE MNPEIHAMEPEHHBIX WIIM Clydaii-
HBIX, YACTUYHBIX WJIA MOJIHBIX HECAHKIIMOHUPOBAHHBIX MOIU(PUKALMI WU YHUYTO-
YKEHUSI TAaHHBIX.

CocrtaB 00BEKTOB 3alllUTHI TIpeAcTaBiieH B [lepeuHe mepcoOHaNbHBIX JAaHHBIX,
nomnexamnux 3amure (cmotpu Ilpunoxenue Ne 2 k mpukazy ot 01.06.2016 No 2-
I1]1).

Cocra UCII[IH nognexanmx 3anure, npeacrasieH B Otuere o pe3yabTarax
MIPOBEJCHUS BHYTPEHHEN TPOBEPKU.
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Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

2 O0snacTh aeiicTBus
TpeOoBanus Hacrosiieil [loaUTHKH pacnpoCTPAHSIOTCS HA BCEX COTPYIHUKOB
OI'bY3 «llepunaranbHblil HEHTP» (IITAaTHBIX, BPEMEHHBIX, COBMECTUTENEHN U T.I1.), A
TaK)K€ BCEX MPOYUX JIHI[ (COTPYAHUKOB, CTYAEHTOB, MOAPSIYUKOB, ayAUTOPOB U
T.IL.).
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3 CucTeMa 3alIUThI NEPCOHANILHBIX JAHHBIX
Cuctema 3amuThl nepcoHanbHbix AaHHbIX (C3II/IH), cTpouTCS HA OCHOBAHUMU:
- OT4eTa 0 pe3yabTarax MNpoBEICHUS] BHYTPEHHEN TPOBEPKH;
- [lepeunst nepcoOHANBHBIX JAHHBIX, MOJJICKAITUX 3AIUTE;
- AkTa knaccupukanuu HHGOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX JIaHHBIX;
- Mogenu yrpo3 6e301macHOCTH NepCOHATBHBIX JaHHBIX;
- [lonoxenuss o pa3rpaHMYEHUU TPaB JIOCTyNMa K oOpadaThiBa€MbIM IEPCO-
HaJbHBIM JIaHHBIM,
- PykoBogsamux nokymeHToB @CTOK u ®Ch Poccun.

Ha ocHOBaHUUM 3THUX JOKYMEHTOB ONpEAENSIeTCS HEOOXOIMMBIM YpOBEHb 3a-
nnieHHoctu [1/{n kaxnoit UCIIn Yupexnenus. Ha ocHoBaHuM aHanu3a akTyasb-
HBIX yrpo3 6e3omacHoctu [1/ln onucannoro B Mogenu yrpo3 u Otuera o pe3yibTa-
Tax TMPOBEJCHHUsS] BHYTPEHHEW MPOBEpKE, JENAeTCs 3aKII0UCHHE O HEOOXOIUMOCTH
MCIIOJIb30BaHUs TEXHUYECKUX CPEACTB U OPTraHU3alMOHHBIX MEPOIPUATHM 1Sl 00ec-
neyeHus: 6ezonacHocTy I1/1H. BeiOpanHbie HEOOXOAMMBIE MEPOIIPUATHS OTPAKAIOTCS
B [Inmane meponpustuii no odecrneuennto 3amuTsl [1/]H.

Jns xaxaoit UCIIJIH noimkeH OBITh COCTaBIICH CITMCOK HCIIOJIb3YEeMbBIX TEXHH-
YECKUX CPEJCTB 3aIlUThI, a TaK K€ MPOTPAMMHOI0 OOECIeYEHHUsI y4aCTBYIOIIETO B
obpabotke I1JIH, Ha Bcex anmemenTax MCII/IH:

- APM nonp30BaTenei;

- CepBepa NpUIIOKEHU;

- CYB/;

- ['panuna JIBC;

- KananoB nepefjaun B ceTH OOIIEro MoJIb30BaHUS U (WJIM) MEXKTYHAPOTHOTO
oOMeHa, eciu no HuM nepeaatorcs [1/1H.

B 3aBucumoctn ot ypoBHs 3amuiieHHOCTH MCII/IH u akTyalbHBIX Yyrpos,
C3IIIH MOKeT BKIIKOYATh CIEAYIOIINE TEXHUUECKHUE CPEICTBA:

- AHTUBUPYCHBIE CPEJICTBA JIsl padOYMX CTAHIIMH MOJIb30BaTENIel U CEPBEPOB;

- CPEACTBA MEKCETEBOTO SKPAHUPOBAHUS;

- cpencTBa KpunTorpaduyecko 3ammTbel HHPOpMAIIMY, MpU Tepeaye 3alim-
naeMoi MHGOpMaIIUK TTO0 KaHajIaM CBSI3H.

Tak e B CIUCOK JOJKHBI OBITh BKITIOUEHBI (DYHKIIUU 3aIIUThI, 0OeCcCrieyrBae-
Mble MTaTHBIMU cpeacTBamu oOpabotku [1J[H omepanmonusiMu cuctemamu (OC),
npukiiagabM [10 U crienranbHBIMU KOMILIEKCAMU, PEANM3YIOIIUMU CPEJICTBA 3alllv-
Thl. CIUCOK (DYHKIIMIA 3aIIUTHl MOKET BKJIIOYATh:

- YIIPABJIEHUE U Pa3rpaHUUYEHUE TOCTYyTa MOJIb30BATEIIEH;

- PETUCTpALIMIO U YyUYeT ACUCTBUH ¢ MH(POPMALIHEI;

- - o0ecreunBaTh 1ETOCTHOCTh JaHHBIX;

- - IPOU3BOAUTH OOHAPYKEHUW BTOPKEHUM.

CnucoK HMCMONB3yeMbIX TEXHUYECKUX CpeNCTB oTpaxkaercs B [lmane mepo-
MPUATUM 110 00ECTICUCHHIO 3aIUThl IEPCOHAIBHBIX JaHHBIX. CIUCOK UCIOIb3YEMbIX
CPEACTB JOJDKEH MOAJCPKUBATHCA B aKTyaIbHOM COCTOSIHMU. [Ipu m3MeHeHuu co-
CTaBa TEXHUYECKHX cpelacTB 3amuThl Wik 3memeHToB MCII/H, cooTBeTCTBYIOMINE
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Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

U3MCHCHHUA JOJIKHBI ObITh BHeceHBI B CIIMCOK M YTBCPIKACHBI PYKOBOAUTCIICM Vu-
PEXKACHHUA NN JIMIIOM, OTBETCTBCHHBIM 3a oOecrneueHue 34U ThI HI[H
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4 Tpe6osanus k nogcucremam C3I11n

C3I1dn BKIItOYaeT B ce0s CAEAYIOIINE MTOJACUCTEMBI:

- YIIpaBJIEHUs JOCTYIIOM, PETUCTPALIUU U YUETa;

- o0ecreyeHust UENOCTHOCTH U TIOCTYITHOCTH;

- QHTUBUPYCHOM 3aIlIUTHI;

- MEXCETEBOT0 YKPAaHUPOBAHUS;

- aHaJIKM3a 3alIUIIeHHOCTH;

- OOHapYKEHUS BTOP>KECHHUIA;

- KpunTorpadu4ecKoi 3aiuThl.

[Moacuctembr C3II[H uMMerOT pa3nuyHbld (YHKIHOHAT B 3aBHCUMOCTH OT
knacca MCIIn, onpeneneHnHoro B Akte kiaccupukanuu WHOOPMAIIMOHHON CUCTe-
MBI TIEPCOHAIBHBIX AaHHBIX. Crucok cootBercTBUA (yHKIME moacucteM C3I1[(H
KJIACCy 3alIUIIEHHOCTHU MpeacTaBieH B [Ipunoxxenun.

4.1 IlogcucremMsbl ynpaBJjieHUs J0CTYIIOM, PerUCTPALMU U y4YeTa

[loncucrema ympaBiieHHsI TOCTYNOM, PETHCTPAallMM M ydeTa MpeAHa3HaueHa
JUISL peau3aiiu ClIeayommuX QyHKIUI:

- UICHTU(PUKAIIMY U TIPOBEPKA MOMJIMHHOCTUA CYObEKTOB JOCTYIIa MIPU BXOJIE B
NCI1/H;

- WICHTU(PUKAMA TEPMUHAJIOB, Y3JIOB CETH, KaHAJOB CBSI3U, BHEIIHUX YCT-
POMCTB MO JOTUYECKUM UMEHAM;

- UICHTUPUKALIMK TIpOorpamMM, TOMOB, KaTajoros, (ailyioB, 3amucei, moyen 3a-
MYCEN MO UMEHAM;

- perucTpanuu Bxoaa (BhIX0/a) CYOBEKTOB JOCTyIAa B CHCTEMY (U3 CHUCTEMBI),
aM00 peructpauus 3arpy3kd M MHUIUAIU3aluyd ONEPAIMOHHON CUCTEMBI U €€ OCTa-
HOBA.

- PETUCTPALIMH TOMBITOK JIOCTYIA MPOrPAMMHBIX CPEACTB (IIpOTrpaMm, MpoIiec-
COB, 3aJ1a4, 3aJJaHWi) K 3alIuiaeMbiM (paitnam;

- PETUCTPALIMU TOMBITOK JOCTyIa MPOrpaMMHBIX CPEJCTB K TEPMHUHAJaM, Ka-
HajaM CBSI3M, porpaMMaM, TOMaM, KarajoraM, (aiam, 3arucsam, MoJIsM 3aruce.

[Toncucrema yrpaBiaeHHUs] TOCTYIIOM MOXKET OBITh peau30BaHa C TOMOIIBIO
mTaTHbIX cpenctB oOpadbotku [1/1H (omepanmonubix cuctem, npuioxkenuit u CYB]I).
Tak e MOXET ObITh BHEAPEHO CHEIHAIBHOE TEXHHUYECKOE CPEACTBO WU MX KOM-
MJIEKC OCYIIECTBIISIIONIUE JTOMOJIHUTENBHBIE MEPHI 10 ayTeHTHU(UKAIIMA U KOHTPOJTIO.
Hanpumep, npuMeHeHre eqUHbIX XPaHWIMIL YYETHBIX 3alMCEH ITOIb30BaTENEN U pe-
TUCTPAIIMOHHON WH(OpPMAIUU, HUCTIONH30BAHUE OMOMETPHUUECKUX U TEXHUYECKHX (C
MTOMOIIIBIO AIIEKTPOHHBIX MPOMYCKOB) MEp ayTEHTU(PUKALIMYU U APYTHUX.

4.2 Tloacucrema odecneveHusi MeJOCTHOCTH U IOCTYITHOCTH
[Toncucrema obecrieyeHust 1ENOCTHOCTA M JIOCTYNMHOCTH TpEeIHa3HauYeHa s
oOecreyeHus: 1EJIOCTHOCTU W AocTynHOCTH IIJ[H, mporpamMMHBIX W anmapaTHbIX
cpenctB UCII[H YupexaeHus, a Tak *e CPEeACTB 3allUThI, IPU CIIy4YalHOM WM Ha-
MEpEeHHOW MOAN(DUKALINH.
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[loncucrema peannsyercs ¢ IOMOIIBIO OPTaHU3ALMU PE3EPBHOTO KOUPOBAHUS
o0pabaTbIBa€MbIX JAHHBIX, a TaK € pPE3ECPBUPOBAHHEM KIIOUEBBIX 3JIEMEHTOB
NCII/R.

4.3 IlogcucreMa aHTUBUPYCHOM 3a1UTHI

[loncucremMa aHTUBUPYCHOM 3allMTHI MpeIHa3HaYeHa JJIsi 0OecreueHus aHTu-
BUPYCHOM 3amuThl cepBepoB U APM nons3oBareneit UCII/H YupexneHus.

CpenctBa aHTUBUPYCHOW 3alllUThI NMPEAHA3HAYEHBI ISl pEeAIU3alUun CIEHAYI0-
uX QyHKIHN:

- PE3UICHTHBIA AHTUBUPYCHBI MOHUTOPHHT;

- AaHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUIIT-OJIOKUPOBAHHUE;

- [ICHTPAIM30BaHHYIO/yIAJIEHHYIO YCTaHOBKY/I€UHCTAJUIALNIO aHTUBUPYCHOTO
MPOAYKTa, HACTPOUKY, AAMUHUCTPUPOBAHUE, MTPOCMOTP OTYETOB M CTATUCTHYECKOU
uH(pOopManuu 1mo paboTe MPOAYKTa;

- aBTOMaTU3MPOBAaHHOE OOHOBIICHUE aHTUBUPYCHBIX 0a3;

- OTPAaHUYECHHE TPaAB MOJI30BATENSl HA OCTAHOBKY HCIIOJIHSEMBIX 33734 U W3-
MEHEHHUS HaCTPOEK aHTUBUPYCHOTO MPOTPAMMHOTO 00ECIICUEHUS;

- ABTOMAaTUYECKUH 3aIyCK Cpa3y MOCJE 3arpy3KH ONEPAMOHHON CUCTEMBI.

[Toncucrema peanusyeTcs IMyTEM BHEAPEHHS CIELUAIBHOIO aHTUBUPYCHOIO
nporpaMmmHoro ooecneuenust Ha Bce aaemeHTsl MCI/IH.

4.4 IloacucremMa MesKCeTeBOro0 IKPAHUPOBAHUS

[ToncucremMa MEXCETEBOrO SKPAaHUMPOBAHMS IMpEAHA3HAYCHA Ui pealu3aluu
CIENYIOIMMNX (PYHKITHN:

- GuAbTpalMM OTKPBITOr0 M 3ammdpoBaHHOro (3akpeitoro) IP-tpaduka mo
CJIEIYIOIUM IIapaMeTpam;

- uKcalMM BO BHYTPEHHUX XypHajlax MHPOpPMALMU O MPOXOASIIEM OTKPHI-
TOM " 3aKpbIToM [P-Tpaduxe;

- UICHTU(PUKALMU U ayTeHTU(PUKALMIO aJMUHUCTPATOPa MEXKCETEBOr0 IKpaHa
IIPU €T0 JIOKAJIBbHBIX 3allpocax Ha JOCTYII;

- perucTpanuu Bxoja (BbIXOAa) aJMHUHHCTPATOPa MEXKCETEBOIO IKpaHa B CHUC-
TeMy (M3 cUCTeMbI) JM00 3arpy3Kyd M MHULUAIU3ALUN CUCTEMBI U €€ IPOrPaMMHOIO
OCTaHOBA;

- KOHTPOJISI IEJOCTHOCTH CBOEH MPOrpaMMHOM M MH(POPMALIMOHHOM YacTH;

- (UIBTpALlMU MAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYKAIUX JJIs1 JUATHOCTUKU
U yTpaBjeHus: paboTOM CETEBBIX YCTPOICTB;

- puIbTpallM C yY4E€TOM BXOAHOTO M BBIXOJAHOIO CETEBOT0 MHTepdeica Kak
CPEICTBO MPOBEPKU MOAJTMHHOCTU CETEBBIX aJIPECOB;

- PETUCTpAIMH U YUeTa 3aIpaliiBaeMbIX CEPBUCOB MPUKIAHOTO YPOBHS;

- OJIOKUPOBAaHMS JOCTYyINa HEUACHTU(PUIMPOBAHHOTO OOBEKTAa WM CYyOBEKTa,
HOJUTMHHOCTh KOTOPOTO MpPH ayTeHTHU(UKALUK HE TOATBEpAUIACH, METOJaMH, YCTOM-
YUBBIMU K [IEPEXBATY;

- KOHTPOJIS 32 CETEeBOW aKTUBHOCTHIO MPUJIOKEHUN U OOHAPYKEHUSI CETEBBIX
aTak.
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[Toncucrema peannsyeTcss BHEAPEHUEM ITPOrPAMMHO-AINIIAPATHBIX KOMIUIEKCOB
MEXCETEBOT0 3KpaHrpoBanus Ha rpanulie JICB, kinaccom He Huxe 4.

4.5 IMoacucTreMa aHAJIN3A 3ALIUIEHHOCTH
[Toacucrema ananu3a 3alMIIIEHHOCTH, JOJHKHA 00€CTIeYnBaTh BbISIBICHUS Y53~
BUMOCTEH, CBSI3aHHBIX ¢ ommbOkamu B koHuryparuu 110 UCIIIH, koTOphle MOTYT
OBITh UCIIOJIb30BAHbI HAPYIIUTENIEM ISl peau3allui aTaku Ha CUCTEMY.
OyHKIIMOHAJI TIOJICUCTEMBl MOKET ObITh PEaM30BaH MPOTPAMMHBIMU H IPO-
TPaMMHO-AIIAPATHBIMU CPEICTBAMMU.

4.6 Iloacucrema oOHApYKeHHUS BTOPKEHHUI
[Toncucrema oOHapy>KeHUSI BTOPKEHUH, JOJHKHA 00€CTIeYnBaTh BhISIBICHUE CE-
TeBbIX atak Ha 3MemMeHTsl UCII/IH moakioueHHbIe K CeTM OOIIEero mojiab30BaHUS U
(W) MEXTYHapOJHOrO OOMEHA.
@OyHKIMOHAI TOJCUCTEMBI MOXET OBITh peaan30BaH MPOTrPAMMHBIMU U IPO-
rpaMMHO-aINapaTHBIMU CPEACTBAMH.

4.7 lloacucremMa KpUNTOrpaguuecKkoi 3alUThI
[Toncucrema kpunTorpaguueckor 3alIMThl MPEAHA3HAUYCHA IS MCKIIIOUEHUS
HCJ x 3ammumiaemoii uagopmanuu B UCIIJIH Yupexnenus, npu ee nepeaadu mno Ka-
HaJlaM CBSI3M CeTel 00I111eT0 MOoab30BaHus U (MJIK) MEXIyHApOAHOTO OOMEHA.
[loncucrema peanusyeTcsi BHEIPEHUS KPUNTOrpapuuecKuXx MNpOrpaMMHO-
anmnapaTHbIX KOMILIEKCOB.
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5 Hoas3osarean UCIIIn

B Konnenuuu nHpopMamoHHoil 6€30MaCHOCTH ONpPEeIeHbl OCHOBHBIE KaTe-
ropuu noje3oBaresieil. Ha oCHOBaHMM 3TUX KAaTErOpuUH JOJHKHA OBITh MPOU3BEIACHA
tunu3anus nonbszoBarenet UCII/H, onpeaeneH X ypoBeHb JOCTyIa U BO3MOKHO-
CTH.

B UCIIIH YupexeHus MOKHO BBIICIUTH CICAYIOUIME TPYIIbI MMOJb30BaTE-
JieH, yJacTBYIOIIUX B 00paboTke u xpaneHuu [1/1x:

- Anpmununctparopa UCII/H;

- AaMuHUCTpaTopa 0€30MacCHOCTH;

- Onepartopa APM;

- AIMUHHCTpATOpa CETH;

- TexHnueckoro crenuamucTa Mo OOCITy)KHMBaHUIO MepudepuitHOTO 000pYI0-
BaHUS;

- [Iporpammuct-pazpadorunk MCII/IH.

JlanHbIe 0 rpynmnax moJib30BaTeNsIX, YPOBHE UX JOCTyIa U HHPOPMHUPOBAHHO-
CTHU JIOJDKEH ObITh oTpakeH B [lonoxkeHue o pa3rpaHuyeHuu npap JOCTyIa K oopada-
THIBAEMBIM TIEPCOHAIBHBIM JTAHHBIM.

5.1 Axmunucrparop UCITIn

Anmunuctpatop UCII/IH, coTpyaHUK Y4peKIeHHs, OTBETCTBCHHBIN 3a Ha-
cTpoiiky, BHeapenue u comnpoBoxaeHue VCIIJ[H. ObecnieunBaer (yHKIMOHUPOBaA-
Hue noacucteMbl yrpaieHus noctynoM MCIIJIH v ynojJHOMOYEH OCYHIECTBIATH
MIPEIOCTaBIICHUE U Pa3rpaHUUYEHUE JOCTYyIMa KOHEYHOTO ToJib3oBaTens (Omeparopa
APM) K 31eMeHTaM XpaHsIIUM NEPCOHANBHBIE TAHHBIE.

Anmunuctpatop UCII/IH o6nagaeT ciaeayronmM ypoBHEM JOCTYIA U 3HAHUIA:

- o0aaeT noJaHoW HHPOpPMalKUed 0 CUCTEMHOM U MIPUKIAAHOM IPOrPAMMHOM
ooecnieuernun UCII/IH;

- o0asaer noHOM MH(pOpMaIel 0O TEXHUYECKUX CPEJCTBAX U KOH(PUTypaluu
NCIIdn;

- UMEET JIOCTYI KO BCEM TEXHUYECKUM CpeAcTBaM 0oOpabOTKU MH(POPMALMU U
nanubiM UCITIH;

- o0jajaer mpaBaMu KOH(PUTYPUPOBAHMS W aJIMUHHUCTPATUBHOW HACTPOMKHU
texHuueckux cpencts UCIIH.

5.2 AAMUHHCTPATOP 6€30MACHOCTH

AnMuHHUCTpaTOp 0€30MaCHOCTH, COTPYIHUK YUpPEKICHHs, OTBETCTBEHHBIN 3a
dbynkuuonupoanue C3IIJIH, BkItouyas 0OCTyXKMBAaHHE U HACTPOUKY aIMUHUCTpa-
TUBHOM, CEPBEPHON U KJIMEHTCKON KOMITIOHEHT.

AnMuHHCTpaTOp 0€30MacHOCTH 00JIaJaeT CIEAYIOIIMM YPOBHEM AOCTyHa H
3HAHUU:

- obnanaer npaBamu Anmunuctparopa UCIT/IH;

- obnanaet nmonHou uHdopmarnueit 06 UCIT/H;

- UMEeT JIOCTYI K CpPEeACTBaM 3allUThl MH()OPMALIMU U MPOTOKOJIMPOBAHUS U K
yacTh Kto4eBbIx aneMeHToB UCII/IH;

- HE UMEET MpaB JIOCTYMA K KOHQUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 32
UCKJIFOYEHUEM KOHTPOJIbHBIX (MHCIEKI[MOHHBIX).
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AnMuUHHCTpATOp OE30MACHOCTH YIIOJTHOMOYECH:

- peanu30BbIBATh MOJUTUKHU Oe3omacHOoCcTH B yactu Hactpoiiku CK3U, mexce-
TEBBIX SKPAHOB U CUCTEM OOHAPYKEHHUS aTakK, B COOTBETCTBUU C KOTOPBHIMU IMOJIb30-
Barenb (Oneparop APM) nonydaer BO3MOXKHOCTh padoTaTh ¢ anementamu UCIIH;

- OCYILECTBJISITh AyAUT CPEICTB 3ALIUTHL;

- YCTaHABJIMBAaTh JOBEPUTEIbHBIC OTHOLIEHUS CBOECH 3alUIIEHHON CETH C Cce-
TAMU IPYTUX YUPEKIACHUN.

5.3 Oneparop APM

Omnepatop APM, coTpyaHuk YdUpexaeHus, OCYIIECTBISIONNI 00paboTKy
[T11a. OGpabotka I1J]IH BKIIFOYaeT: BO3MOXHOCTH TpocMoTpa I1JIH, py4HOI BBOA
[T1u B cucremy UCIIIH, dopmupoBaHHe CpaBOK W OTYETOB MO MHPOPMAIIHH, TTO-
nydenHo u3z UCIIl. OnepaTop HE UMEET MOJTHOMOYUHN AJI1 YIPABJICHHS MMOJACUCTE-
Mamu 00paboTku ganabIX 1 C3I1/IH.

Omnepatop UCII/IH obnagaeT clieayronM yYpoBHEM JOCTyIA U 3HAHUM:

- o0jajaer BceMu HEOOXOJIMMBIMU aTpuOyTamu (Hampumep, maposem), obdec-
NEYHUBAIOIIMMHU JOCTYI K HEKOTOpOoMY IoaMHOkecTBY [1/1H;

- pacnojiaraet KOHQUACHIUAIbHBIMU JaHHBIMU, K KOTOPBIM UMEET JOCTYII.

5.4 AAMUHHUCTPATOP CeTH

AJIMUHHCTPATOP CETU, COTPYAHUK YUPEKACHUS, OTBETCTBEHHBIN 3a (DyHKLIHO-
HUAPOBAaHHUE TeIEKOMMYHMKalMOHHOW moacuctembl MCIIIH. AnMuHHCTpaTOp CceTn
HE UMEET MOJTHOMOYMH JIJIsl YIIPaBJIECHUS OJACUCTEMaMH 00paOOTKU TaHHBIX U 0€30-
MACHOCTH.

AJIMUHHCTpATOp CETH 00JIaJaeT CAEAYIOIUM YPOBHEM JOCTYyNA U 3HAHUM:

- o0aaeT yacThi0 HHPOPMALUA O CUCTEMHOM M MPHUKIATHOM MPOrPaMMHOM
obecnieuenun UCII/IH;

- o0JaaeT 4acThio HHMOPMAITUU O TEXHUUYECKUX CPEICTBaX U KOH Uryparmu
NCII/H;

- UMeeT (PUBMUECKHI JTOCTYN K TEXHUYECKUM CpefcTBaM 00paboTku MHGOP-
MalWU U CPEICTBAM 3aLIUTHL;

- 3HAET, 10 MEHBIIIEH Mepe, OJIHO JIETAIBHOE UM JOCTYIIA.

5.5 TexHu4eckuii CIEHAIUCT MO 00CTYKUBAHUIO NepudepuiiHOro
000opy0BaHMS

TexHUYEeCKU CHEeUUaTUCT MO OOCITYXUBAHUIO, COTPYAHUK YUpEeXKICHHUS,
OCYUIECTBJISIET OOCIy)KMBAaHUE W HACTPOlKy mnepudepuitHoro o00pya0BaHUs
NUCIIn. TexHuueckuil cnenuagucT o oOciIyXKMBaHUIO He uMmeer aoctyna K I[1/1H,
HE UMEET MOJTHOMOYMH JIJIsl YIIpaBJIeHUs MOJICUCTeMaMHi 00pabOTKHU JTaHHBIX U 0e30-
ITACHOCTH.

TexHu4yeckuit CeMaIUCT MO OOCTYKHUBAaHUIO 00J1a/1aeT CIEIYIOIUM YPOBHEM
JOCTyTa ¥ 3HAHUM:

- o0yiaaeT yacThio MHPOPMAIMU O CUCTEMHOM M MPUKJIAJHOM MPOTpaMMHOM
obecneuennu UCII/H;
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- o0agaeT yacThio MH(POPMAIIMKM O TEXHUYECKUX CPEACTBAX M KOH(UTypalluu
NCIIH;
- 3HaeT, 110 MEHBLIEH Mepe, OJHO JIETaTbHOE UMSI JOCTYTIA.

5.6 IIporpammuct-paszpadorunk UCIIAn

[TporpaMMuCTBI-pa3paOOTUMKK (MIOCTABIIMKH) MPUKIATHOTO MPOTPAMMHOIO
oOecrieueHus, 00eCIeYnBaIOIINE €ro COMPOBOXKACHUE HA 3aluiaeMoM oobekTe. K
JAHHOW TPYyNIIE MOTYT OTHOCUTBHCS KaK COTPYAHUKH YUPEXKICHUS, TaK U COTPYIHHU-
KU CTOPOHHUX OPTaHHU3aLNMN.

JIuno »ToM Kareropuu:

- o0amaer wHpOpMaIHME 00 aaropuTMax M Imporpammax oopadboTku uHOP-
Maruu Ha UCI1/]H;

- 00Ja1aeT BO3MOYKHOCTSIMA BHECEHMSI OIIMOOK, HEIEKIApUPOBAHHBIX BO3-
MOXHOCTEH, MPOTPAMMHBIX 3aKJIaJIOK, BPEAOHOCHBIX MpOTrpaMM B MPOrPaMMHOE
obecrnieuenue UCIIJIH Ha cTaguu ee pa3pabOTKH, BHEIPEHUS U COMTPOBOXK/ICHUS;

- MOKET pacroJyiaraTh JOObIMU (parMeHTamMu HH(OpMAIMU O TOMOJOTUHU
NUCTIIH u TexHudeckux cpeacTBax o0padoTku u 3aumThl [1/1H, oOpadaTbiBaeMbIX B
NCIIOx.
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6 TpebGoBanus K nmepcoHaay no odecnedennro 3amurol I/{n

Bce corpynnuku VYupexnenus, sistonuecs mnosb3oBarensmu  UCI/IH,
JOJKHBI YETKO 3HATh U CTPOIO BBINOJHATH YCTAHOBJIEHHBIE MTPaBUjia U 00SA3aHHOCTH
0 JIOCTYIY K 3allUIIaeMbIM 00BEKTaM U COOIOJICHUIO IPUHATOTO pekuMa Ge3omac-
Hoctu I1/1H.

[Ipn BCTyIUIEHMHM B JOJKHOCTh HOBOTO COTPYIHHKA HEMOCPEACTBEHHBIM Ha-
YaJIbHUK TOJIpa3/ieJIeHus, B KOTOPOE OH MOCTYIaeT, 00s3aH OpraHu30BaTh €ro O3Ha-
KOMJICHUE C JOJDKHOCTHOW MHCTPYKLMEW M HEOOXOJUMBIMHU JOKYMEHTaMH, periia-
MEHTUPYIOIMMH TpeboBaHus o 3amute [1/H, a Takke oOydyeHre HaBbIKaM BBIMOJI-
HEHUs MPOoLIeyp, HEOOXOAUMBIX JJII CAHKIIMOHUPOBAHHOTO ucnoyib3oBanus UCII/IH.

CoTpyIHUK IOJKEH OBITh 03HAKOMIIEH CO CBeAeHHUsIMH HacTosAmei [lomuTtukuy,
NPUHATHIX pouenyp padotsl ¢ anementamu UCITH u C3I1/1H.

CoTtpynHuku Y4pexaeHus, UCHOJb3YIOIINEe TEXHUYECKUE CPEICTBA ayTEHTH-
¢dukanuu, JODKHBI 00ECIEeYnBaTh COXPAHHOCTh HJICHTU(HUKATOPOB (IIEKTPOHHBIX
kioueid) u He gomyckarb HCJ[ kK HUM, a Tak e BO3MOXHOCTb UX YTEPH WA UCTIONb-
30BaHus TpeTbUMU JiMnamu. [lomp30BaTeny HECYT NEPCOHANBHYI) OTBETCTBEHHOCTH
332 COXPaHHOCTh UJCHTH(PUKATOPOB.

CoTpyaHuKH YUpexIeHUs IOJDKHBI CIIE0BaTh YCTAHOBJICHHBIM IPOLEAypaM
nojepxanus pexuma oesonacHoctu [1/IH npu BeIOOpe M MCHOJIB30BaHUU HApOJIEH
(ecnu HE UCIIOJIb3YIOTCA TEXHUUYECKUE CPEJCTBA Ay TEHTU(PUKALIUN).

CoTpynHUKH YUpexIeHUs JOLKHBI 00ecreunBaTh HaAJISKAIY0 32Ty 000-
pYyJOBaHMs, OCTABIIIEMOTO 0€3 MPUCMOTPa, OCOOEHHO B TEX ClyyasiX, KOrjaa B MoMe-
IIEHHE UMEIOT JIOCTYIl IOCTOPOHHUE JHIa. Bce mosb30Barenu 10KHBI 3HAaTh TPeOo-
BaHMs 10 Oe3zonacHocTd [1/IH m mpouenypsl 3aUThl 000PYyAOBaHUS, OCTABICHHOIO
0€e3 MpUCMOoTpa, a TAK’KEe CBOM O0S3aHHOCTHU M0 00ECTICYEHUIO TAKON 3aIUTHI.

CoTpyIHMKaM 3ampeliacTcss YCTAHABIMBATH IIOCTOPOHHEE IPOIPAMMHOE
oOecrieyeHue, MoJIKJII0YaTh JIMYHbIE MOOMIIbHBIE YCTPOMCTBA U HOCUTEIN MH(POpMa-
LIMH, & TaK K€ 3aMMChIBaTh HA HUX 3alllUIIAaeMyI0 HHPOPMaLHUIO.

CoTpyaHuKaM 3ampelaercs pasriamarh 3alUiaeMy0 HHPOPMAIIHIO, KOTO-
pas ctaja UM M3BECTHA NpHU padoTe ¢ UHPOPMALMOHHBIMU CUCTEMAMHU Y UpEXKICHHUS,
TPETHUM JIUIIAM.

[Tpu padote ¢ [1[1n B UCIIQH cotpyanuku YupexaeHus 00s3aHbl 00€CTIeunTh
OTCYTCTBUE BO3MOXXHOCTH npocMoTpa II/IH Tperbumu nuuamu ¢ MOHUTOpOoB APM
VI TEPMUHAJIOB.

[Tpu 3aBepmienuu padotel ¢ UCII[An corpynnuku o0si3anbl 3amuTuTh APM
WIA TePMUHAJIbl C IOMOIIbIO OJOKMPOBKU KJIFOUOM MJIM SKBHUBAJIEHTHOT'O CPENICTBA
KOHTPOJIS, HAllpUMEP, TOCTYIOM I10 MapoJIt0, €CIIM HE UCTIOIb3YIOTCS 00Jiee CUTbHBIE
CPENCTBA 3AILNTBHI.

CotpynHuku YupexaeHus HOJKHBI ObITh MPOUMH(GOPMHUPOBAHBI 00 yrpo3ax
HapyleHus pexxuma Oe3onacHocTd [IJ[H M OTBETCTBEHHOCTH 3a €ro HapyllIeHHE.
OHU [OKHBI OBITH O3HAKOMJIEHBI C YTBEPKIEHHON (pOopMaibHOM mpoleaypoil Ha-
JIO’KEHHUSI TUCLUUIUTMHAPHBIX B3bICKAHWNA Ha COTPYIHUKOB, KOTOPbIE HAPYIIUIU MPHU-
HSATBIE MOJUTUKY U Mpoueaypsl Oe3onacuoctu [1/1H.

Cotpynauku 00s13aHbI 0€3 MpPOMENJIeHUsI coo0IaTh 000 BCeX HAOIIOJAEMBIX
WM TIOJI03pUTENBHBIX citydasix padotel UCII/{H, Morymmx moBieds 3a co00# yrpo3bl
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Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc

6e3omacHoctu [1/]H, a Takke O BBISIBJICHHBIX UMU COOBITHSX, 3aTparuBaromux 0e30-
nacHocTh [IJIH, pyKOBOACTBY MOJipa3AeiaeHus U JIMIly, OTBEYAIONIEMY 32 HEMEJICH-
HOE pearupoBaHue Ha yrpo3bl 6e3onacHocTy [1/1H.
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7 JTosxuocTHBIE 00s13aHHOCTH NoJib3oBaTeeid MCITTu
JlomxHocTHBIE 00s13aHHOCTH Todk3oBateneld CIIJIH onrcaHbl B ClIeayrOmux
JIOKYMEHTAX:
- Muctpykuusa anmunauctpatopa UCIT/IH;
- Uuctpykuus anmunauctpaTopa 6ezonacHoctu UCIT/IH;
- Uucrpykuus nonb3zoBatens UCITH;
- MHCTpYyKIIKS NOJIb30BATENS ITPYU BO3HUKHOBEHNUH BHEIITATHBIX CUTYAIIHA.
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Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc

8 OrBercrBennoctn corpyanukos UCIIIn Yupexaenus

B cootBerctBUU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepauun OT
27 nrong 2006 1. Ne 152-@3 «O nepcoHalbHBIX JAaHHBIX» JIMIA, BAHOBHBIE B HAPY-
HIeHUU TpeOoBaHM HaHHOrO DeneparbHOro 3aKOHa, HECYT IPa)KIAHCKYIO, YTOJIOB-
HYI0, AIMUHUCTPATUBHYIO, TUCIUIUIMHAPHYIO U UHYIO IPEAYCMOTPEHHYIO 3aKOHOa-
TesbcTBOM Poccuiickoii denepaniuv OTBETCTBEHHOCTD.

JelicTBytolee 3akoH01aTeabcTBO PD 1mo3BoIIIeT NpeAbsBIATh TPEOOBAHUS 110
oOecrieueHuto 6e30macHoi paboThl ¢ 3alMiaeMol HHpOpMalMe U MpeaycMaTpu-
BAET OTBETCTBEHHOCTh 33 HAPYIIEHUE YCTAHOBJIECHHBIX NPaBUJ dKCILTyaTauuu OBM u
CUCTEM, HEMPaBOMEPHBIA NOCTYN K MHGOPMALMH, €CIU 3TH ACHCTBUS MPUBEIU K
YHUYTOXEHUIO, OJIOKHPOBAHUIO, MOAUGUKAIIMN WHGOPMAIMA WU HAPYIICHUIO pa-
0601l DBM unu cereii (crarbu 272,273 u 274 YK PO).

Anmvunuctpatop UCII/IH u agMuHUCTpaTOp O€30MaCHOCTH HECYT OTBETCTBEH-
HOCTb 32 BCE JIEUCTBHS, COBEPUIEHHBIE OT UMEHHM UX YUYETHBIX 3alUCEH WU CHCTEM-
HBIX YUETHBIX 3alMCEH, €CIM HE JOKa3aH (paKT HECAHKIMOHUPOBAHHOTO MCIOJIb30Ba-
HUsl YYETHBIX 3aITACEN.

[Ipn HapymieHMsAX COTpyIHMKaMH YupexnaeHus — nons3oarenei HMCII/Ix
IpaBuJI, CBA3aHHBIX ¢ Oe3omacHOCThIO [1/IH, OHM HECYT OTBETCTBEHHOCTb, YCTAHOB-
JICHHYIO JEUCTBYIOIIUM 3aKOHOAATeNbCTBOM Poccuiickon denepanuu.

[TpuBeneHHbIe BhILIE TPeOOBaHUS HOPMATHUBHBIX JOKYMEHTOB MO 3alllUTE MH-
dopManuu JOJKHBI OBITH OTpakeHbl B [looXKEHUSIX O MOApa3JeNeHusax Yupexie-
Hus, ocymecTBisitonux oopadorky I1/ln B UCIIJIH U MOKHOCTHBIX MHCTPYKIIHMSIX
COTPYIHUKOB Y UPEKICHHUS.

Heo6xonumo BHecTu B [lonoxkeHus o noapasaeincHusx YupexxaeHus, ocyIie-
ctBisiroux oopadotky I1/1n B UCII/IH cBeneHuss 06 OTBETCTBEHHOCTH UX PYKOBO-
JTUTENEeN U COTPYJHUKOB 3a pa3rjlallieHUE M HECAHKIMOHUPOBAHHYIO MOJU(DHUKALIMIO
(uckaxenue, ganbcudukannio) I1JIH, a Taxke 3a HEMPaBOMEPHOE BMEIIATEIbCTBO B
MPOLIECCH] UX aBTOMATU3UPOBAHHON 00PaOOTKHU.
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9 Cnucok MCN0/1b30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMM M METOAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpBIX Oazupyertcs HacTosee [lonoxkenue sBIsIOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHBIX J1aH-
HeIX» (manmee — @3 «O mepCOHANBHBIX TaHHBIX»), YCTAHABJIMBAIOUIUNA OCHOBHBIC
OPUHIMIBL U ycnoBus oOpabotku IIJ[H, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOIIICHHH, CBS3aHHBIX ¢ 00padoTkoi [1/]H.

2 «[lonoxxenue 06 oOecrieyeHUU OE30MACHOCTH TEPCOHATBHBIX JAHHBIX MPU
ux 00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX», YTBEPKICH-
Hoe [loctanoBnenuem IIpaBurensctBa PO o1 17.11.2007 r. Ne 781.

3 «Ilopsimox mpoBeneHus KiacCHU(pUKAUU MHPOPMAIIMOHHBIX CHCTEM MEpPCO-
HaJbHBIX JTAHHBIX», YTBEpKAEHHBI coBMecTHBIM [Iprnkazom ®CTIK Poccun Ne 55,
®CB Poccun Ne 86 1 Mununpopmcssizu PO Ne 20 ot 13.02.2008 T.

4 «Ilonoxxenne 06 0COOCHHOCTSX 00paOOTKM MEPCOHATBHBIX JaHHBIX, OCYIIE-
CTBJIsIEMOIl 0€3 HMCHOJB30BaHUS CPEICTB aBTOMAaTU3alMW», yTBepxkaeHHoe Ilocra-
HoBJieHHeM lIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanMs K MaTepuaIbHbIM HOCUTEISIM OMOMETPUUYECKUX TIEPCOHATBHBIX
JaHHBIX M TEXHOJIOTUAM XPAHEHUS TAKUX JAHHBIX BHE MH(OPMALMOHHBIX CHUCTEM
IIEPCOHAIIBHBIX JaHHBIX», yTBepkaeHHbIe [locTranoBiennem IIpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOqMUECKHE NOKYMEHThl DenepalibHON CIyKObl MO TEXHU-
YeCKOMY U 3KCrepTHOMY KOHTpouto Poccuiickoit @enepanmu (nanee - ®CTIK Poc-
cun) 1o obecrneueHuro 6ezomacHocty [1J1H mpu nx o6padotke B UCTIH:

7 PexoMeHanuu 1no 00ecrnevyeHrno 0e30NacHOCTH NEPCOHATBHBIX JAHHBIX MPU
X 00paboTKe B MH(DOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTaHHBIX, YTB. 3aM. JU-
pexktopa @CTOK Poccun 15.02.08 r. (IACII)

8 OCHOBHBIE MEPOTPHUATHS TIO0 OPTraHU3AIMH M TEXHUYECKOMY OOECTIeUueHUIO
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX, 00padaThIBAEMbIX B MHPOPMALMOHHBIX CHUC-
TeMaxX NEPCOHAIBHBIX NaHHBIX, YTB. 3aMm. aupekropa ®CTIOK Poccum 15.02.08 r.
(ACLI)

9 bazoBast Mojienb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPHU UX 00pa-
00TKe B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX JAaHHBIX, YTB. 3aM. IUPEKTOpa
OCTIK Poccun 15.02.08 r. (JICIT)

10 MeTonuka ompeneneHusl akTyalbHBIX YIpo3 0€30MacHOCTH MEePCOHAIBHBIX
JaHHBIX MPU UX 00pabOTKe B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX,
yTB. 3am. gupekropa @CTIK Poccum 15.02.08 r. (ACII)
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Ipuiaoxenue 1

Ne [Inan - mepeyeHb TEXHUYECKUX MEPONpUATHii o obecneuennn 6e3onacHoctr UCIT/] K3 K2 K1
I B noacucreMe ynpasieHus: JOCTYIIOM:
PeanunzoBaTh naeHTH(UKALMIO U IPOBEPKY MOATUHHOCTH CyOBEKTOB 10CTYyIA IIPU
1 Bx0jie B ornepanmonnyto cuctemy MCII/Ix no maposto ycnoBHO-TIOCTOSIHHOTO JIEHUCT- + + +
BUS, JUIMHOM HE MEHee ecTH OYKBEHHO-LIU(PPOBBIX CUMBOJIOB,;
PeanuzoBaTh naeHTU(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeacTB oOpabotku I1/1H,
2 y3n0B UCIIJIH, KOMITbIOTEPOB, KaHAIOB CBs3U, BHEIIHUX ycTpoiicTB MCIIIH mo nx - + +
JIOTMYECKUM HMEHaM (aJpecam, HoMepam);
3 PeavlJImOBaTvb UACHTU(DHUKAIMIO TIPOTPaMM, TOMOB, KaTajoros, (haiiyios, 3amucei, mo- i + +
JIEH 3anKMcel 10 UIMEHaM;
4 PeannzoBaTh KOHTPOJIb 10CTYyINA CyOBEKTOB K 3aIIUIIIAEMBIM PECypcaM B COOTBETCT- i + +
BUU C MaTpulell 10CTyna;
npu Haymunu noakroueHuss MCIIIH k ceTsM o01ero rmoiab30BaHusl TOJDKHO IIPUMeE- He vumxe 5-ro He mmxe 4-ro He anxe 3-ro
5 HATBHCS. MEXKCETEBOE SKPAHUPOBAHUE. YpOBHS 3allli- | YPOBHS 3alllM- | YpOBHS 3allu-
IICHHOCTH IICHHOCTH IIEHHOCTH
s obecrieuenust 0ezonacHoro MexcereBoro B3aumoseiictsus B UCIIInH nis pas- He amxe 5-ro | He mmxe 4-ro | He Hmxe 3-ro
6 HBIX KJIACCOB HEOOXOIMMO HCIOJIb30BaTh MO YPOBHs YPOBHS YPOBHS
3aIIMIIEHHOCTH | 3aIMIIEHHOCTH | 3aIMIIEHHOCTH
I CpeacTBO 3alUThl OT IPOrpaMMHO MareMaTudeckux Bozaeictauil (IIMB):
PeanuzoBaTh naeHTU(UKAMIO U ayTeHTU()UKALINIO CYOBbEKTOB 1OCTYIIAa IPU BXOJIE B
CPEJCTBO 3alllUThI OT MPOrpaMMHO MaTemMaTuueckux Bo3aerctsuil (IIMB) u nepen
1 BBINOJIHEHHEM UMM JIFOOBIX ONepaluii Mo yIpaBiIeHN0 (GYHKIUSAMU CPECTBA 3alllH- + + +
Tl 0T [IMB 1o naposnto (Mau ¢ UCIOJIb30BaHMEM MHOTO MEXaHU3Ma ayTeHTHU(UKa-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHee IeCTH OyKBEHHO-
1IM(POBBIX CHMBOJIOB;
OcymiecTBIATh KOHTPOJIb JIFOOBIX AeHCTBUI CyOBEKTOB JOCTYIA [0 YIPABICHUIO
2 byHKIMAME cpeacTBa 3amuThl oT [IMB TonbKO MOCIE TPOBEAEHHS €r0 YCIEIIHON + + +

ayTeHTU(UKALINY;
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[IpenycMoTpeTh MEXaHU3MBI OJIOKMPOBAHUS TOCTYIIA K cpeacTBaM 3amuThl oT [IMB
IIPpU BBITOJHCHHUH YCTAHABJIMBACMOI'0 YU CJIa HCYJAaUHbIX ITOIIBITOK BBOAA MTAPOJIA;

Heob6xonuMo mpoBouTh HASHTU(GUKALNIO (DAiiIoB, KATaIOTOB, IPOTPAMMHBIX MO-
JlyJieil, BHEIIHUX YCTPOMCTB, UCIOJIB3YEMBIX CPEACTB 3aluThl oT [IMB;

B nozpcucreme perucrpanuu 1 ydera:

OcCymiecTBIATh PErUCTPAINIO BX0a (BBIX0/1a) CyOBhEKTa JOCTyIa B CUCTEMY (U3 CHUC-
TEMBbI), TM00 PEruCTpaLMIO 3arpy3Kyd U MHUIMAIU3A|K OIIepallMOHHON CUCTEMBI U
ee MPOorpaMMHOI0 OCTaHOBA. Perucrpanust BbIXxoa U3 CUCTEMbI MJIM OCTAHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkiatodenus UCIT/IH. B mapamerpax peru-
CTpalliy yKa3bIBalOTCs JlaTa U BpeMs BXoJia (BbIX0/1a) CyObEKTa JOCTyNa B CUCTEMY
(M3 crcTeMBbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMblX HOCUTENeH HH(POPMAIIUK ¢ IOMOIIBIO UX JIFOOOH
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (YU4ETHYIO KapTOUKY);

[TpoBOAUTH pErucTpalmio BX0Aa/BbIX0ja CYOBEKTOB IOCTYMA B CPEACTBO 3aLIUTHI OT
IIMB, peructpanmio 3arpy3kd 1 HHALHAJINU3ALUHU 3TOI0 CPEACTBA U €€ IIPOIPAMMHO-
ro ocTaHoBa. B mapameTpax peructpanuu yka3bplBaeTcsi BpeMs U JaTa BX0/a/BbIX0/a
CyOBeKTa IOCTYIA B CPEICTBO 3amuThl OT [IMB win 3arpy3ku/ocTaHoBa 3TOTo Cpel-
CTBa, a TaKXKe UJIEHTU(UKATOP CYOBEKTa 10CTYIA, MHULIIMUPOBABIIIETO JaHHBIE J1EH-
CTBUS;

[TpoBoauTH peructpanuio coObITHil MpoBepku 1 oOoHapyxenus [IMB. B napamerpax
perucTpanum yKasblBatoTcs BpeMs U JlaTa MpoBepku win oOHapyxenus [IMB, nnen-
TUUKATOP CyOBEKTa JOCTYIA, HHUIIMMPOBABIIETO JaHHbIE IEMCTBUS, XapaKTep BbI-
MOJIHSAEMBIX AEHCTBUI MO MPOBEPKE, TUI OOHAPYKEHHOM BPEJOHOCHON ITPOrpaMMBbl
(BII), pe3ynbTat aeiicTBuil cpencTBa 3amuThl o O10kuposanuio [IMB;

[IpoBOIUTH perucTpanuio COOBITHI MO BHEAPEHHUIO B CpeACTBO 3anuThl oT [IMB na-
KETOB OOHOBJICHUH. B mapamMmeTpax perucrpanuu yka3plBalOTCs BpeMs U 1aTa OOHOB-
JIeHUs, UACHTU(DUKATOP CYOBEKTA JOCTYIAa, MHUIIMUPOBABIIETO JAHHOE ICUCTBUE
BEpCHs U KOHTPOJIbHASI CyMMa MaKeTa OOHOBIICHMUS;
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[TpoBOIUTH perucTpanmio COOBITHH 3aITycKa/3aBepIeHUsT pabOThl MOTYJIEH CpecTBa
3ammtsl oT [IMB. B mapamerpax perucrpanuy yKasplBalOTCsS BpeMs U J1aTa 3aIryc-
Ka/3aBepuieHus paboThl, HICHTH(PUKATOP MOTYJISA, UACHTH(DHUKATOP CyOBEKTa T0CTY-
1a, MHUIIMMPOBABIIETO JAHHOE JICHCTBUE, PE3yJIbTAT 3aIlyCKa/3aBepIIeHus] paboThl;

JIOJDKHA MPOBOAMUTHCS PErUCTpaLius COOBITHH yIIpaBlieHHUs CyOBEKTOM J0CTYyIa
¢ynkuusmu cpenctsa 3amuTsl oT [IMB. B nmapamerpax perucrpanuu yka3bIBarOTCS
BpeMs U JlaTa COOBITUS YIIPaBIEHUs KaXKA0H (QYHKIUEH, UASHTU(PUKATOP U CIIeLU-
dukanys GyHKIHH, ©ASHTHPHUKATOP CYObEKTa JOCTYNA, MHUIIMUPOBABIIETO JJAHHOE
JICUCTBUE, PE3YIbTAT JICUCTBUSI;

[IpoBOIUTH pEerucTpannio COOBITHI MOMBITOK JOCTYIA IPOrPAMMHBIX CPEICTB K MO-
IyJiaM cpeacTia 3amuthl oT [IMB unu ciennanbabiM J0ByIIKaM. B mapamerpax pe-
TUCTPAIUU YKA3bIBAOTCS BPEMS U JIaTa MOIBITKH JOCTYIIA, HACHTU(HKATOP MOIYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoii
JIOBYIIIKH), PE3YJIHTAT MOMBITKHA JOCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa A cpeacTna 3amuTsl oT [IIMB. B napa-
MeTpax perucTpalyu yKa3blBalOTCs BpeMsl U aTa COOBITHS OTKaTa, crenudukanus
JeMCTBUH OTKaTa, MACHTUPHUKATOP CyOBhEKTa JOCTYIa, MHUIIMUPOBABIIETO TAHHOE
JICUCTBUE, PE3YybTaT ICUCTBUS;

10

OO6ecnieunTs 3alUTY JAHHBIX PErUCTPALMU OT UX YHUUYTOXKEHUS WIK MOAUDUKAIUN
HapyLIUTEIeM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALMU B CIy4ae COKPALLCHUS
OTBEJECHHBIX 10/ HUX PECYPCOB;

12

Peanun3oBaTh MeXaHM3MBI IPOCMOTPA M aHAJIM3a JAHHBIX PETHCTPAIMN U UX (HIBT-
paLyH 10 3aJaHHOMY Habopy IapaMeTpoB;

13

[TpoBOAMTH aBTOMATHUECKUI HEPEPHIBHBI MOHUTOPUHT COOBITHH, KOTOPbIE MOTYT
ABIIATHCSA NpUunHON peannsauuu [IMB (co3nanue, pegakTupoBaHue, 3al1UCh, KOMITH-
TSt 00BEKTOB, KOTOpPbIEe MOTYT cofepxarh BII).

14

Peann3oBaTh MEXaHU3M aBTOMATHUYECKOTO aHATN3a JAHHBIX PETUCTPAIMH IO 1MadIio-
HaM TUTIOBBIX nposiBieHuit [IMB ¢ aBToMatnueckum ux OJOKHPOBAaHUEM U YBEIOM-
JICHHEM aIMUHUCTpaTopa 6€30MacHOCTH;




8¢

15

[IpoBOIUTH HECKOJIBKO BHIOB y4eTa (IyOIUPYIOIINX) C perUcTpalueit Bbliaun
(mpuema) HocHuTene HHPOPMALIUY;

16

Ocy1ecTBISATh PErUCTpalLMIo BX0OAa (BbIX0/1a) CYOBEKTOB JIOCTyNA B CUCTEMY (U3
CUCTEMBI), THOO pEerUCTpaIis 3arPy3KH U HHUITUAIN3AINH OTICPAIMOHHON CHCTEMBI.

17

OcCymiecTBIATh PErUCTPALMIO BBIIaYH MEYaTHBIX (Tpa@UuecKuX) JOKyMEHTOB Ha
«TBEpIyIO» KOMMI0. B mapamerpax perucrpannu ykasblBaroTcs (Aata U BpeMsl Bblia-
yn (oOpaleHus K MOJACUCTEME BBIBOIA), CIICIIM(UKAIMS YCTPOUCTBA BbIIAYH — JIOTH-
yecKkoe UM (HOMep) BHELIHETO YyCTPOMCTBA, KPaTKOe CoAep KaHue (HauMEeHOBaHHe,
BU, P, KOA) M YpOBEHHb KOHPUACHIINATBHOCTH JOKYMEHTa, HICHTH()UKATOP
CyObEeKTa 10CTyNa, 3alPOCUBILETO TOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIUIO 3aycKa (3aBEPIICHUS) IPOrPaMM H IMPOIECCOB (3a1a-
HUH, 3a]1a4), IpeHa3HAYCHHBIX JJIs1 00paOOTKH 3amuinaemMbix (aiiinos. B mapamer-
pax perucTpanuy yKa3bIBalOTCs JaTa U BpeMs 3amycka, uMs (MaeHTH(UKaTop) mpo-
rpammBbl (TIporecca, 3a1anus), UACHTUPUKATOP CyOBEKTa JOCTYIA, 3aIlPOCUBIIIETO
nporpamMmy (IIpoLEecc, 3alaHNE), pe3yJIbTaT 3alycka (yCHelIHbIH, HeyCIIeUIHbIA — He-
CaHKIIMOHMPOBAHHBIIA),

19

OCyIIECTBIISTh PETUCTPALHIO IMOMBITOK JOCTYIIAa TPOTrPAMMHBIX CPEJICTB (TIpOoTrpamm,
MPOILIECCOB, 3a/1a4, 3aJJaHWi) K 3auiaeMbiM (aiinam. B mapamerpax perucrpanuu
YKa3bIBAIOTCSA J]aTa M BPEMsI TTOMBITKY JOCTYIA K 3aluiaeMomy (aitity ¢ ykazaHnuem
ee pesynbTara (yCremrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTUPHUKATOP
cyOBeKTa ocTymna, cenudukaims 3anmnaemMoro daia;

20

OcCy1ecTBISITh PETUCTPALIMIO MOIBITOK JOCTYIA MPOrPAaMMHBIX CPEICTB K CIIEAYIO-
MM JTOTIOJTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JIOCTYIA: TEPMUHAIAM, KOMIIBIOTE-
pam, yznam cetu UCIIJIH, ntuHusAM (KaHanaMm) CBSI3U, BHELITHUM YCTPOIICTBaM KOM-
MBIOTEPOB, TPOrpaMMaM, TOMaM, KaTanoram, ¢aiinam, 3aucsaM, NojsM 3anuceil. B
napameTpax perucTpaluy yKa3bIBalOTCs JaTa U BpeMs IOTBITKH JOCTYIA K 3aIllH-
1aeMoMy 0OBEKTY C YKa3aHHeM ee pe3yabTaTa (yclelrHas, HeycrenHas — HeCaHK-
[IMOHUPOBaHHAs ), HICHTU(PHUKATOP CYOBEKTa JOCTYyIA, CICIU(PUKAIUS 3aMUIIIAEMOTO
00BeKTa — TOTUIeCcKoe uMs (HoMep);
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[IpoBOIUTH y4eT BCEX 3alIMINAEMbIX HOCUTEEH HH(OPMAITUHU C TIOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JIAHHBIX B )KypHaI (YUETHYIO KapTOUKY);

22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBAaHNE) OCBOOOKTIaeMBIX 00IacTei
OTIEPATUBHOM MaMsATH KOMITBIOTEPOB U BHEIIHUX HaKomuTene. OUuCcTKa OCyIecTB-
JSIETCsl OJTHOKPATHOM MPOU3BOJIBHOM 3aITUChI0 B OCBOOOXKIaeMYI0 00J1aCTh TaMSITH,
paHee UCIOJIb30BAHHYIO JJIs XpaHEHUS 3allUINaeMbIX JaHHBIX ((ailioB, nHPpOpMa-
LHH);

B nmoacucreme obOecrieueHus OECJIOCTHOCTH

ObecneunTh IETO0CTHOCTH MPOrPAMMHBIX CpeaCTB 3amuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOM cpesibl. [Ipy 3TOM 1IeT0OCTHOCTD CPE/ICTB 3aIHUTHI
IPOBEPSIETCS MIPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1eT0CTHOCTh TPOrpaMMHOIl cpelibl 00eCeynBaeTCsi OTCYTCTBUEM B
WCIIJIH cpenctB pa3pabOTKU M OTJIAJKH TPOrpamm;

OcymectBsats pusudeckyro oxpany UCII/Iu (ycTpoicTB 1 HOcuTeneit nHpopma-
1IUK), IpelycMaTpuBarolas KOHTpoJib goctyna B nomemenuss MCII/Ix noctoponHux
JU, HAJIMYKE HAJEKHBIX IPENSATCTBUN ISl HECAHKIMOHUPOBAHHOTO MPOHUKHOBE-
uus B nomenienus MCI/x u xpanunuie HocuTeneld nHpOpMaInu;

[TpoBoauTsh nepuoguueckoe Tectupoanue Gpynkuuii C3I11H npu u3sMeHEeHUH MPo-
rpammHo#M cpensl u nepcoHana UCIIx ¢ moMorisio TecT-nporpamMm, UMUTHPYIOIINX
nonbiTk HC/I;

JIOJIKHBI OBITh B HAIMYKMHU cpenicTBa BoccTaHoBieHus: C3I1/1H, npegycmaTpuBaromume
BEJICHUE JIBYX KOMUI MPOTrPaMMHBIX CPEJICTB 3aIUThl HHPOPMALIUH, UX TTEpUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb pab0TOCITIOCOOHOCTH;

[TpoBOaUTH MPOBEPKY 1IETOCTHOCTH MOAYJIEH cpecTBa 3amuThl oT IIMB, Heo6xo-
JUMBIX JJIS1 €r0 KOPPEKTHOrO (PYyHKIIMOHUPOBAHUS, IIPU €T0 3arpy3Ke C UCI0Ib30Ba-
HUEM KOHTPOJIBHBIX CYMM,;

ObecneunTh BO3MOKHOCTh BOCCTAHOBIIEHUS cpezcTBa 3auThl oT [IMB, npexycmar-
pHUBaroLIas BEACHNE ABYX KOMMI IPOrpaMMHOIO CPEJCTB 3aIIUTHI, €r0 MEpHoJrue-
CKO€ 0OHOBJIEHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH;

Peanu3oBaTh MeXaHU3MBbI IPOBEPKH 1IETOCTHOCTH MAKETOB OOHOBIICHUN CPEACTBa
3amuThl 0T [IMB ¢ ncnonp30BaHNEM KOHTPOJBHBIX CYMM;
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[IpoBonuThk pezepBHOE KonupoBanue [1/[H Ha oTuykKmaeMbie HocuTenU HHDOpMaINH;

B nojcucreMe aHTUBUPYCHOM 3aIUTHI:

[IpoBoauTH aBTOMATUUYECKYIO MTPpOoBepKYy Ha Hanum4ue BII wiau nocneacteuii [IMB
npu umiopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (IPUKJIaJHbBIX IPOrpaMM), KO-
TOpble MOTYT cofepxaTh BII, mo ux TunoBsIM 11ad10HaM U € MOMOIIBIO IBPUCTUY -
CKOI'0 aHaJIn3a;

Peann3oBaTh MEXaHU3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHUs 0OHapyxeHHbIX BII my-
TEM UX yJaJICHMs U3 IPOrPaMMHBIX MOIYJICH MM YHUUYTOXKCHMUS;

PerymsipHo BeIoONHATH (TIpu niepBoM 3amycke cpeacTs 3amuthl [1J{n ot [IMB u ¢ yc-
TaHaBJIMBAaEMON NEPUOANYHOCTHIO) IPOBEPKA HA IIpeAMET Hanuuus B Hux BII;

JlomxHa nHuMupoBathes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hainuus
BII npu BeisiBieHnn ¢akra [IMB;

PeanuzoBaTh MEXaHU3M OTKaTa JUIs YCTAHABIMBAEMOI'0 YNCIIA ONEPALUN yIaTICHUS
BII u3 onepatuBHOI WK TOCTOSIHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOAYJIEH U IIPH-
KJIaJHBIX [TPOrpaMM WJIM IPOrPaMMHBIX CPEICTB, coaepkammx Bl

JononuurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPHIBHBIN aBTOMaTHUECKHIM
MOHUTOPHUHT MH()OPMAIIMOHHOTO 0OMEHA C BHELITHEH CEThIO ¢ 11elbI0 BbisiBIeHUs BII.

VI

KonTponas orcyrereus H/AB B 110 C31

Jlns mporpaMMHOT0 o0ecriedeHus, UCIOIb3yEMOro IPH 3aluTe HHPOpMAIIH B
NCIIH (cpencts 3amuThl uHGopManuu — C3M, B TOM 4uciie 1 BCTpPOEHHBIX B 00111e-
CUCTEMHOE U NMpUKIIaJAHoe nporpammuoe odecneuenue — [10), nomkeH ObITh 0Oecte-
YeH COOTBETCTBYIOILINI ypOBEeHb KOHTPOJIsl oTCyTCTBUS B HeM H/IB (He nexnapupo-
BAHHBIX BO3MOKHOCTEH).

Vil

O6napyxenue Bropxkennii B UCI1J{x

OOHapy)XxeHHEe BTOP)KEHHIA JODKHO 00eCTIeunBaThCs ITyTEM HCIIOIB30BAaHHS B COCTA-
Be VICII/IH mporpaMMHBIX MJIH IPOrPAaMMHO-AIMIAPATHBIX CPEJICTB (CUCTEM) OOHa-
pyxenus srop>xkenuii (COB).




1€

Heo6xomumo 00s13aTeIbHOE UCTTONIB30BAHNE CHCTEMBI OOHAPYKEHHUS CETEeBBIX aTak,

! MCTIOJIB3YIONIME CUTHATYPHBIE METO/Ibl aHATIN3a " j ]

5 HeoOxonumMo 06s13aTesbHOE HCTIOIB30BAaHUE CUCTEMBI OOHAPYKEHHS CETEBBIX aTak, i + +
UCTIOJIB3YIONIME CUTHATYPHBIE METO/Ibl aHAJIM3a ¥ METO/Ibl BHISIBJICHHUS aHOMAJIUN

VIl 3amuta UCITIa o IIDMUWH

s 06paboTku nHdopmanuu HeoOxoaumo ucnoibszoBats CBT, ynoBnerBopstomniye
TpeOoBaHusAM cTaHapToB Poccuiickoil @enepanuu 1o 3J1eKTPOMArHUTHON COBMEC-

1 TUMOCTH, 110 0€30MaCHOCTH U SPrOHOMUYECKUM TPEOOBAHUSM K CPEACTBAM OTOOpa- + + +
KEeHUS MHPOPMALIUH, TT0 CAHUTAPHBIM HOPMaM, MPEIbSIBIIEMBIM K BUIE€0/1U CILICH-
HbIM TepmuHATIaM [19BM (nanpumep, 'OCT 29216 91, TOCT P 50948-2001, 'OCT
P 50949-2001, TOCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka coorBerctBust UCIIIn Tpe6oBanusm 6e3omacnoctu [1/1n

1 [TpoBecTu 00s3aTENBbHYIO CePTUHUKAIIUIO (aTTECTAIMIO) IO TpeOoBaHUsIM Oe30mac- i + +
HOCTU MH(OPMAIINK;

2 JlexmapupoBaTh COOTBETCTBUE HIIM 00s3aTEIbHYIO CePTH(PHUKALINIO (ATTECTAIUIO) TIO + ) i

TpeboBaHUsIM 6€301acCHOCTH MHGOPMAIINH (110 PEIICHUIO OTIepaTopa);

[Tpumeuanue: s UCII/IH 4 xknacca nepedeHs MeponpusaTuid mo 3amure [1[IH onpenensercs B 3aBUCUMOCTH OT yIepoa Ko-

TOpBIi/'I MOJKET OBITh HAaHECCH BCJICACTBHMC HCCAHKITMOHUPOBAHHOTI'O WJIKM HEIIPECAHAMCPCHHOI'O JOCTYIIA K HI[H




